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BBeaenue

Hacrosiuii JOKyMeHT COZIep)KUT CBOJHOe OIMCaHHe TporpaMMHOro obecriedeHust «AduHa

CLP» (pmanee — IIO, Cucrema) W TipefHa3HaueH [Jjsi TOJTOTOBKU MaKeTa CONPOBOAUTETbHBIX

MaTepuasoB npu BkatoueHuMH 1O B EauHBIA peecTp pOCCUHCKUX MpOrpaMM [Jisi 371eKTPOHHBIX

BBIUMC/TUTE/IBHBIX MAIlMH U 6a3 JaHHbIX (ganee — Peectp).

OmnpepesieHusi, 0003HaUeHUs M COKPALeHUA

B HaCToALeM JOKYMEHTE IIPUMEHAOTCA C/IeAyIOolre TEDMUHBI, 0003HaueHus U COKpdllleHH .

Tepmun

«A¢duna CLP», ITO, Cucrema

IIpaBoobsapsaTens

Omneparop pa3MeiieHus
uH(}PaCTPyKTYpHI

MTC Cloud

Pekamoareb

IIpogaiigep aanHbIX, IIpoBaiigep

Moay/ib 06padoTKH JaHHBIX,
MO/

CkopuHr

Omnpepenenue

CamocrosiTesTbHOe IporpaMMHoe obecriedeHre (KOMIJIEKC TIPOTPaMM AiIst
3BM), npezcTaBisitoiiee coboii 061auHbIi BeO-CepBHC [{eHTPaT30BaHHOTO
3arycKa ¥ yIpaB/ieHHsi CKOPUHTOBBIMH KaMITaHUSIMHU, a TAK)Ke OpPraHu3aLiu
3aUMIIEHHOr0 HH(OPMALIMOHHOTO 0OMeHa MKy PekiamogaTensiMu u
BHeITHUMH Moay/isiMi 06paboTKM JaHHBIX.

FOpuanueckoe /110, 06/1afjarolee UCKIIOUUTeTLHEIM 1TpaBoM Ha I10 «AduHa
CLP».

Komrmanust Bokcuc. AduHa, obecrieunBaroiijast apeH iy 00/1auHoi
vH@pacTpykTypsl y ITAO «MTC» (nnardopma «MTC Cloud») o
COOTBETCTBYIOLEMY 10roBopy U pa3BépTeiBaHue [10 «Aduna CLP» B
apeH7IoBaHHOM 06/71auHOM KOHTYpe.

[My6smunHast obsiaunast riatdopma IMTAO «MTC», Ha pecypcax KOTOPOH,
apeH/|0BaHHbIX KomraHuel Bokcuc. AguHa, pa3BépHyTo I1O «Aduna CLP».

BHeltuHsist opranu3arust (6aHk, MUKpO(UHAHCOBasi OpraHU3aLusi ¥ UHbIE
IOpUINYeCcKye JII[A), UCII0/b3yFomas cepBUCh! ckopuHra [10 «Aduna CLP» B
WHTepecax MOBBIIIEHUS OTK/IMKA COOCTBEHHOW K/TMEHTCKOH 0a3bl.
PeklamozaTenb 3armyckaeT KamrnaHuu uepes «AduHa CLP» u mosyyaet ot
CucTeMbI CITUCKU CUTHAJIOB (TIePCIIeKTUBHBIX K/IMEHTOB).

BHemHsist opraHu3ariyisi, pacriosiararoiiasi B CB0éM MH(PaCcTpyKTYPHOM
KOHTYype oTAensHbIM MogysieM 06paboTKY JAHHBIX U MPe0CTaBSoIast Ha
JIOTOBOPHOM OCHOBe JlJaHHbIe COOCTBEHHBIX aOOHEHTOB AIs pacuéTa
CKOPUHIOBBIX M0OKa3areseii. [IpoBaiifiep aHHBIX He SIB/IsIETCS [10/Ib30BaTe/IeM
1O «Adwuna CLP» u He skciutyatupyeT KomrioHeHTsl [10 «Aduna CLP» B
COOCTBEHHOM KOHTYpE.

Buemnnii o otHoteHuto K [10 «Aduna CLP» cepBuc, GyHKIMOHUPYOLIMNA
B UH(pacTpyKTypHOM KoHTYpe IIpoBaiifiepa fjaHHbIX U 0OecrieunBaroIui
Herocpe/|CTBeHHbIN pacuéT CKOPUHTOBBIX I10Ka3aTesieil Mo AaHHbIM
aboHEeHTOB. SIB/IAETCA CaMOCTOSITENIbHON UH(OPMAI[MOHHOW CUCTEMOM,
ymipasssieMoli I1poBaiiiepoM [JaHHBIX, M He BXOAWUT B COCTaB IOCTaB/ISIEMOTO
I1O «Adwuna CLP». B3aumopeiicteue «Adura CLP» u MO/l orpaHAYUBaeTCst
00MEHOM JJaHHBIMH M0 3aILUIIEHHBIM CETEBBIM KaHa/laM.

IMporjecc pacuéra ynCI0BOH OLIEHKH aOOHeHTa (TI0Ka3aTessi BepOSITHOCTH WU
CTeIleHH MHTepeca K MPOZyKTaM 1 yciyram PeknamozaTesist), BbITO/THSIEMbIi
HCKIrounTeNnsHO cpefctBamMu MO/ IpoBaiiiepa aHHBIX Ha OCHOBAHUU
TOBeZIeHUeCKUX UH/IMKAaTOPOB U CTAaTUCTHKU aboHeHTOB. [10 «AduHa CLP»
HeToCpeCTBeHHO PacYéT CKOPUHTa He BbINOJIHSAET.



Tepvmun

CKopuHroBasi KaMnaHus,
Kamnianusa

1ITa6/10H KaMIIAHUH

Cur=an

ITepuop oxnaxaeHus

API o6parHoii cBsi3u, Feedback
API

ROI

SaaS

TLS 1.3

AES-GCM

S3

Peectp

Munmugpsr Poccun

Omnpepenenne

Ipouecc nakeTHO# U (W/1) MOTOKOBOM CKOPUHI'OBOW OL{eHKU T'PYIITBI
aboHeHTCKUX WeHTU(UKaTOpPOB PekmaMmogaress, 3amycKaeMblid
Peknamoparenem yepe3 I1O «Acdwuna CLP» U BBINO/HSIEMBIH pa3/ieNlbHO B
nH(ppacTpyKType Kakzoro BeibpaHHoro I1poBaiiiepa JaHHBIX.

IMpeHACTPOEHHBIH CLieHapHi CKOPHHTa, pa3pab0TaHHbBIM aHATUTHKOM Ha
cropoHe MO/] TTpogaiifiepa faHHBIX. 111ab/I0H COAEP>KUT HaCTpauBaeMbIe
rapameTpsI (TIOPOTY, METPUKH, JIMMUTBI) U TapUhHYI0 WHHOPMALUIO.
AxTyansHble Bepcud 11aboHoB niepegatorcs B I10 «Aduna CLP» yepes
3aIUILEHHBIN KaHa U UCII0/b3yI0TCs PekiamoiaresissMu py 3arycke
Kamranwmit.

Unentudukatop aboHeHTa, 0TOOpAHHBIMH M0 pe3y/bTaTtaM cKopuHra B MO/]
KaK COOTBEeTCTBYIOIIMI 3aJjaHHbIM B Kamnanuy ycioBusiM (Harprumep,
CKOPUHTI0Basi OL{eHKa TpeBbICH/Ia YCTaHOB/IEHHbIH ropor). CurHa nepefaércs
Pexknamoparesnto cpescreamu I1O «Aduna CLP».

3a/laHHBIN B HaCcTpolikax KaMrnaHuu UHTepBal BpeMeHH, B TeueHre KOTOPOro
OJJVH U TOT >Ke aDOHEeHTCKUI UAEeHTU(UKATOP He MOXKET OBITb TTIOBTOPHO
nepesaH Pekyiamogaresnto.

[Tporpammueii nHTepdeiic «Adrna CLP», no3sossitomuii Peknamogaresio
nepesiaBath B CucTeMy CBe/leHHs O (paKTHUeCKO KOHBEPCHH paHee
nonyyeHHbIX CHUTHAJIOB B LiesieBble fleticTBus. Mcnonbs3yeTcs s pacuéra
TIOKa3saresield pe3y/IbTaTUBHOCTH KaMITaHUM 1 KODPEKTUPOBKH a/IrOPUTMOB
(dhopmupoanusi CUTHANOB.

IToka3artesib OKyIiaeMOCTU UHBeCTHUIMI PeKknamo/aTesisi, paCCUMTHIBa@MbIiA
I10 «AdwunHa CLP» Kak oTHOIlIEeHHe J0X0/a, TIoaydeHHoro oT KammnaHuy, K
pacxojiaM Ha MpoBeJieHre CKOPHUHTa.

Software as a Service — Moze/b TIpeJOCTaBIeHHS TIPOrPaMMHOTO
obecreuenusi kKak o6auHoro cepeuca. I10 «Aduna CLP» 3kcruiyaTupyeTcs
WCKJ/IFOUMTeJIBHO 110 MoJeu SaaS.

Bepcus npoTokoJia 3alUThl TPaHCIIOPTHOI'O YPOBHA, [IPUMeHsieMas IIpU
obMeHe JaHHBIMU MexXy KomroHeHTaMu [10 «Ad¢uHa CLP» U C BHEIIHUMU
CUCTeMaMH.

CHUMMeTpPHUHBIN a/irOPUTM LIM(PPOBaHUS C ayTeHTHUUKaLel, TPUMeHseMbIit
JUTs1 3aIUThI KOH(UeHIIMaIbHBIX JaHHbIX B XpaHwiniax [10 «Aduxa CLP».

ITpoToKon 06beKTHOTO XPaHWIIUILA, TIPUMEHSIEMBIH /1711 OpraHu3alvy
3alIMIIEHHON BIJIAUM Pe3y/IbTaToOB CKOpUHra Peknamoparento.

EauHbIl peecTp pOCCUMCKUX TIPOrpaMM /1Sl 3/IeKTPOHHBIX BBIUMCIUTETBHBIX
MaIlvH 1 6a3 JaHHbpIX MuHIMGPB! Poccun.

MuUHHCTEPCTBO LM(GPOBOTO Pa3BUTHSI, CBSI3M U MAaCCOBBIX KOMMYHHKAIUH
Poccutickoit @enepariyn.



Pa3gen 1. Onucanue pyHKIHUOHATBHBIX XapakTepucTuk I10 «Aduna CLP»

1.1. Ha3HaueHue 1 00/1aCTh NPUMEHEHHUSI

MO «Aduna CLP» — camoCTOSTeNbHBIM KIUEHTCKUN uHTepdeic (obmauHbii BeO-cepBHC),
TpeHa3HaYeHHbIN [/ L[eHTpaIu30BaHHOrO 3arlyCcKa M YIpaB/ieHUs] CKOPUHTOBBIMU KaMIIaHUAMU U
OpraHM3alvy 3alUIIEHHOT0 WH(POPMAaIMOHHOTO oOMeHa Mexny PekyamozatenssiMu W BHEITHUMH
Mopynamu 06pabotku gaHHbIX. I10 «Aduna CLP» He oCyljecTB/seT HeNoCpe[CTBEHHOTO pacyéra
CKOPWHTOBBIX TT0Ka3aresieif; pacuéT BBITIOMHSIETCS Ha cTopoHe BHelmHUX MO/I, pyHKIIMOHUDYIOLIUX B
vHdpacTpykType [IpoBaiifjepoB fAaHHBIX U yripaBiseMbix [IpoBaiijepamu JaHHBIX He3aBUCUMO OT 10
«Aduna CLP».

C Ttouku 3penusi apxurtekTypbl I10 «Aduna CLP» mnpeacraBisieT coO0d 3aKOHUEHHBIN
TpOrpaMMHBIN MPOAYKT CO CBOel KIMEeHTCKOM 1M CcepBepHOM 4acTbi0o, UHTeTPUPOBAaHHBINA C BHEIITHUMU
MO/ uepe3 cTaHJapTHU30BaHHBIE 3alULEHHbIe MHTepdetickl. ViHTerpanus He mipeBpaiiaetr MO/] B
komrioHeHT [IO «Aduna CLP»: MO/I ocraéTcs camocTosiTebHOM MH(OPMALIMOHHON crcTeMoMn
[Tpoeaiigepa ganHbix. 10 «AdwmHa CLP» pa3BépHYTO W SKCIUTyaTUPYETCs WCK/IIOUUATENEHO B
obmauynoit uHPpactpykrype «MTC Cloud», apengyemoil Komrianweidi Bokcuc.AduHa; HUKakve
ucrosiHsieMble KommoHeHThI [10 «Aduna CLP» B undpacTpykTypHOM KOHTYpe [IpoBalifiepoB AaHHBIX
He pa3MelaloTCd U He SKCITyaTUPYIOTCS.

OcHoBHBIe 00/macTH TpUMeHeHWs: (UHAHCOBBIA ceKTop (0aHKM, MUKPO(UHAHCOBBIE
OpraHM3aIlvK), a TAaK)Ke WHbIe OTpac/y, rje Tpebyercs ToBbllieHre 3(Q(eKTUBHOCTH MapKeTHHTOBOMH
KOMMYHHKALIUH C CYIIeCTBYOIIel KIMeHTCKOM 0a30i 3a CYUET MCITO/Ib30BAHMS BHEIIIHMX CKOPUHTOBBIX
CepBHCOB TPOBaii/|epoB JaHHBIX.

1.2. Permiaembie 3aa4uu
IO «Adwuna CLP» peliiaeT ciefyroliye 3aJauu:
* TIpefiocTaBeHre Peknamoarento efUHOr0 00/ayHOTO KabWHeTa [ijisi 3armycka CKOPUHTOBBIX
KaMIlaHW{ Ha CTOPOHe MOAK/II0YEHHBIX [IpoBaii/iepoB JaHHBIX;

* TIpUéM U Oe3omacHasi repeziaua aboHeHTCKUX 0a3 PeknamosaTesnis B BeIOpaHHbIe T1poBatiziepbl
JAHHBIX ¢ obecreueHreM IIHM(PPOBaHUs Ha CTOPOHE K/TMEeHTa;

* MOo/lyueHre, XpaHeHUe U BblZiaua Peknamoparento pe3ynbTaToB cKopuHra (CUrHaioB) B BUje
arperupoBaHHOMN CTaTUCTHKH U CIHUCKOB WJeHTU(PUKATOPOB;

* aBTOMaTU3UPOBaHHbIN pacuéT CTOMMOCTU YCIyT CKOpMHTra 110 Taprdam [IpoBaiifepa faHHBIX U
BefleHMe OanaHcoB Peknamozarernei;

* peanu3alus WHTepdeiica CTaTUCTUKA U aHAJUTUKU 3¢GGEeKTUBHOCTU KaMIlaHWM, BK/IHOYast
pacyéT KOHBepCHH, CTOUMOCTH ycrelHoro Curnana u ROI;

* opraHuszaius oOpaTHOM CBsi3U OT PeknamojaTeneid 0 (aKTUUECKOW pe3ybTaTUBHOCTH
CurHanoB uepe3 nporpaMMHbiii uHTepdeiic Feedback API;

¢ pa3rpaHUyeHHre T1paB AOCTYTIIa I10/Ib30BaTes el Ha OCHOBAaHUU pOHEBOﬁ MO/ esu.

1.3. ®yHKIMOHA/IbHbIE BO3MOXKHOCTH

1.3.1. YnpaB/ieHHe CKOPHUHTOBbIMHM KaMIIAaHUSIMU

Peknamo/iatenu B3aumMo/ieicTByoT ¢ I10 «Aduna CLP» uepe3 BeO-UHTepdEC U MPOrpaMMHbIe
uHTtepoeiicel (API), mpepnocraBnsieMble cepBepHOM uacThio Cucrembl. VHTepdelic ympaBneHus
KaMIIaHUsIMU T10/1/Iep>)KHUBaeT:



* MOJlyueHWe OT TOAKMIOUEHHBIX MO/I MOCTYIHBIX [i/is BHEIIHETO WCIMO/b30BaHus 111abi0HOB
KaMITaHW{ 1 aBTOMAaTUYeCKYI0 CHHXPOHHM3ALIMI0 U3MeHeHUi B HUX;

* cO3/laHHe, KOH(GUTypHpOBaHue, 3aIyCK, IPUOCTAaHOBKY U 3aBeplieHre KaMIlaHUH pa3/ie/ibHo 110
Kaxzomy BeiOpaHHOMY [IpoBatiiepy JaHHBIX;

° HaCTpOﬁKy rapaMeTpOB KaMIIaHHWU: T10pOra CKOPHHra, JIMMUTOB Hd KO/JIMUECTBO Iepe/laBaeMbIX
CI/IFHaHOB, HepHo,aa OXJ1aXXAeHus, TMMUTOB I10 6IO,U;)KETy;

* IIBa pekMMa paboThl KaMIaHWU: TMakeTHass 00paboTKa (euHOpa30Basi CKOPUHTOBAsi OIleHKa
3arpykeHHOW 0a3bl) W TMOTOKOBasi 06paboTKa (CKOPUHT B peXHMe, OM3KOM K peaTbHOMY
BpeMeHN);

* BeJeHne nCTopmuun U3MeHEeHHUM apaMeTpOB KaMIIdHHH.

Ipumeuanue. 3meHeHue TIpoeatioepom OaHHbIX mapuga cKopuHaa 051 yiice 3anyujeHHbIX KamnaHull
He exooum & ¢yHKyuoHarbHocmb IO «AguHa CLP». I1Ipu nepecMompe cmoumocmu ycaye CKOpuHaa
HOBble Mapubl NPUMEHSHOMCS MOAbKO K HOBbIM KAMNAHUSIM.

1.3.2. Ilepepgaua fanHbIX MexXAy Peksiamo/aresiem u IIpoBaiiiepom AaHHBIX

[Mogcucrema nepefauu JaHHBIX 0OecrieurBaeT 3alUIIEHHBIA WHGOPMALMOHHBIN 00MeH MeXay
PekamoziateneM 1 BeIOpaHHbIMU [IpoBaiiZiepaMul JAHHBIX U Peanu3yeT ciiefyromiye GpyHKIum:

* 3arpy3ka PeksamoziaTeneM K/IMeHTCKOM 6asbl TeslepOHHBIX HOMepPOB uepe3 BeO-MHTepdelic
W/ TIpOrpaMMHBIN nHTepdelic B (popmaTe ycraHoBieHHOro suga (CSV);

* mmdpoBaHue 06a3pl TeseOHHBIX HOMEPOB Ha CTOpOHe KiaueHTa (B BebO-Opaysepe
PekamoziaTesis) C MCMO/Ib30BaHWEM MyO/MYHOrO K/tOua, mosydaemoro ot IIpoBaiizepa
JJAHHBIX; B OTKPHITOM BuZe aboHeHTCKWe 0a3bl B cepBepHOU uHppacTpykrype I1O «AdwHa
CLP» He 06pabaThiBalOTCS;

* repeiaua 3awrdpoBanHoi 6a3sl B MO/] BeiOpaHHoro IIpoBatizepa JaHHBIX M0 3aL[UILEHHOMY
CeTeBOMy KaHaJy;

* mnpuém ot MO/] pe3ynbTaTOB CKOpPMHra: CIHCKOB HJeHTH(UKaTOpoB-CUrHAJIOB,
arperupoBaHHbBIX MOKa3aTesiel 1Mo KaMrnaHuy ¥ OW/TMHTOBOM UH(GOpMaLvy;

e OpraHuM3auysi BblJaud pe3yabTaToB Pekymamoparento uepe3 OOBEKTHOe XpaHUIUIIIE,
TO/IIeP>KUBAOIIlee TIPOTOKOM S3, C WHJWBH/YaTbHOW 3alUIIEHHON 00MaCThI0 /I KaXK/I0To
Peknamozatens;

* TipefocTaBieHde PekiaMofaTennt0 BO3MOXXHOCTH JIOKAJTbHOM pacIIMppPOBKU DPe3y/bTaToOB
COOCTBEHHBIM TPUBAaTHBIM  K/IIOUOM  (TIDUBATHBIM KIHOU He TIOKWUJAeT  YCTPOWCTBO
Pexnamopaterisi).

[ns yripoiiieHyst npoljeccoB mudpoBanus u getrdpoBanus [10 «Aduna CLP» npegoctapisier

Pek/lamoziaTent0 BCTPOEHHbIM MHTepdeiic mmdpoBaHus Ha 3Tamne 3arpy3ku 0asbl. IlopgepskuBaeTcs
reHepaLs ¥ POTaLys Map aCUMMEeTPUUHBIX KJTFoueli Ha ctopoHe TIpoBaiiziepa JaHHBIX.

1.3.3. IaTepdeiic CTaTUCTUKHA M aHAJTUTHKHA

1O «Aduna CLP» nipefiocTa/sieT PekiaMo/aTeno TUUHbIM KaOUHET, B KOTOPOM 0TOOparkaeTcst
CBO/IHAsI CTAaTHUCTUKA 110 KaXK/I0M KaMITaHWU:

a) oOIee KOIMYECTBO HeHTH(HMKAaTOpoB aboHeHTOB 3 6a3pl, obpaboraHHbIx [IpoBaiizepom
JAHHBIX (C y4éTOM BBIYMTAHUS AyOIMKAaTOB U OTCeBa W/IEHTU(UKATOPOB, He OTHOCSIIMXCS K
ceTH faHHoro I1poBaiifiepa JaHHBIX);

6) KonMuuecTBO W 710/ (B TIPOLIEHTAx) WeHTH(UKATOPOB, MPOILEAIINX TOPOr CKOPHUHTa U
nepeZiaHHbIX PeknamozaTesnto B Buje CUrHasos;



B) KOJIMUECTBO OTK/JIOHEHHBIX 3arpocoB (MeHTH(UKATOPOB, 10 KOTOPHIM CKOPHHT BBIIIOJHUTH
He y/Ia70Ch WA KOTOpPbIe OTGUILTPOBAHbI KaK He COOTBETCTBYIOIIME YCIOBUsIM KamriaHum).

HO,LICI/ICTEMEI pacmupeHHoﬁ dHa/IMTUKH PACCUMUTHIBAET:

* KOHBEPCHIO CKOPHHTa (Ha ocHOBaHMYU AaHHbIX Feedback API);
* CTOMMOCTH OJJHOTO ycrelrHoro CUraana (C y4éToMm 1jesieBoro AeicTBUsl abOHeHTa);
* [T0Ka3aresb OKyrnaeMocTy Kammnanuu (ROI).

Bce arpervpoBaHHBbIe cTaTHCTHUeckWe naHHble XpaHaTcsa B 10 «Aduna CLP» He meHee 24
MecsilieB [/ TIOCTPOeHHs OTUETHOCTM 3a TMpOolleflIe Mepuojbl U CpaBHeHUS 3(PPeKTUBHOCTH
KamrnaHui. [IpeycmMoTpeHa BbITPy3Ka CTaTUCTUKU U aHAJIMTAYECKUX OTUETOB B CTaHJApPTU30BAaHHOM
dopmate CSV s 06paboTtku cpeacteamu Peknamogatens BHe T10 «Aduna CLP».

1.3.4. ®HAHCOBBIH YYET U OM/ITUHT

1O «Aduna CLP» peannsyeT MoAy/ib pUHAHCOBOTO yUéTa, 0OecrieunBaroLvii:

* Be/leHMe BHyTpeHHero OasiaHca cpesicTB PekiamoziaTerns;

* pe3epBUpPOBaHHUE U CITUCAHUE CPeJICTB ¢ OasaHca PekamoaTe s MPY 3amyCKe U TIPOBeJIeHUH
KaMITaHUH B COOTBETCTBUH C COIJIaCOBaHHBIMU Mexay IIpaBoobsazarenem u PekmamogaTenem
TapudamMu U PakTHIeCKUM 00BEMOM OKa3aHHBIX YCYT;

* ABTOMATUUECKWI pacyéT CTOMMOCTH OKa3aHHBIX YCJIYT CKOpuHTra 1o tapudam I[IpoBaiigepa
JlaHHbIX, 3a/10)KeHHBIM B I1lab0He KammnaHuu (MOJie/lb pay-per-score);

* (¢opMrpoBaHMe arperdpoBaHHOM (uHaHCOBON oTuéTHOoCcTU PeknamopaTesis MO BCeM €ro
KaMITaHUsIM;

* oToOpakeHHe B IMUHOM KabuHeTe PekmamozaTesisi TEKYILETO OCTaTKa CPe/ICTB M HAKOTIEHHBIX
Pacxo/ioB 3a OTUETHBIN TIEPHOJ.

1.3.5. IIporpammubIii uaTepdeiic ooparHoii ceasu (Feedback APT)

IO «Adwuna CLP» nipesmoctapisier Pekamo/iaTes o 3amUIIEHHBIN TTPOrPaMMHBIA UHTepdec
Jn1s nepesiaud B CucTeMy cBeJileHHH O (paKTHUeCKOM pe3y/bTaTHBHOCTH IMOJy4yeHHbIX CHUrHajioB — B
TOM uHC/ie UH(GOpPMALK O TOM, KakKde U3 Tiepe/JaHHbIX aDOHEHTOB COBEPIIW/IN LieieBoe /IeHCTBHe, a
TaK)Xe O TMPUYMHAX OTKAa30B IO HepejeBaHTHLIM aboHeHTam. [TanHbie Feedback API cBs3biBaroTCs
CucTeMOi ¢ UCXOAHBIMU KaMITaHUSIMUA M UCTIOB3YIOTCS /I PacyéTa KOHBEPCHM U OL[eHKM KayecTBa
ckopunra. [lpuém panHbix Feedback API mpou3BoguTcs 1o 3alUiEHHOMY KaHaly CBSI3U C
o0si3aTesibHOM ayTeHTH(MKaLMel PekiamoaTers.

1.3.6. Posieast Mojie/1b ¥ yIipaB/IeHUe JOCTYIIOM

[0 «Aduna CLP» moffepkuBaeT pONEBYH) MOAelb  YIpaBleHUS  [JOCTYIIOM,
pasrpaHryYMBaoLIYI0 IT0JTHOMOUMS Nosb30Baresiel. OCHOBHbIe PO/ IpuBeieHbl B Tabnure 1.

Tabauya 1 — Poau noab3ogamesneli [10 «Aguna CLP»

Ponb ITomaomouus u pyaknum B Cucreme

PekiamofiaTens 3arpy3ka KIueHTCKUX 6a3 HeHTU(UKATOPOB; HACTPOLKA MTapaMeTPOB KaMIlaHHH;
3aIyCcK KaMIaHWi paszesibHO 110 KOKAOMY MMOAKIoUEHHOMY IIpoBaiizepy
[AHHBIX; [TO/TyYeHre Pe3yJIbTaTOB CKOPUHTa U CUrHAIOB; AOCTYII K CTATUCTHKE U
aHaAJIUTHKe TI0 COOCTBEHHBIM KaMIaHHsM; AOCTYT K (PMHAHCOBOM OTUETHOCTY;
OTIpaBKa JaHHBIX 00paTHOM cBs3u uepe3 Feedback API.



Poab

MeHepKep pekyiaMmoiaTesnei

Apmvunanctpartop I10 «AduHa
CLP»

CucTeMHbINM aIMUHHCTPATOP
(DevOps/SRE)

ITostHOMouus u pyHknuu B CucTeme

YnipaBneHve MOAUYMHEHHBIM CIIMCKOM PekyiamofiaTeneli; Hauuc/ieHue CpeJCTB Ha
6asamc; npegocrasieHue [11aboHOB KamraHuii PekiamojatensiM; HaCTpoOiKa
1IEHOBOU TTOJTUTHUKH (TapU(UKaIUs 10 KOTOPTaM); IPOCMOTP CTaTUCTUKH TI0
KaMIaHUsIM MTOJUMHEHHBIX PeknamozaTeneii.

[MomHbIi fOCTYyT KO BceM (yHKUMsIM CHUCTEMBI: yTIpaBJ/ieHUe TT0/Thb30BaTeIsIMHU,
KoHbwurypanweii, [llabsoHaMy KaMIIaHUH, 1[EHOBOU MOJTUTUKOM.

YnpasneHue KoHuUrypaiueii 1 pa3BépreiBaHrueM KoMoHeHTOB 10 «AduHa
CLP»; HacTpoiiKa MOHUTOPHHTa, COOP JIOTOB U OTIOBEIL|eHHsI O HeTloJIa/jKax;

yTipaBJ/ieHHe KouamMmy 6e30macHOCTH, CepTU(hHUKATaMH U yUETHBIMH 3alTUCSIMU;
obecreuerre cooTBeTCTBUsI SLA, pernaMeHTHbIe OOHOBIEHUS U pe3epPBHOE
KOIMMpOBaHWe JaHHbIX.

Ponb «Anamutuk MO/J)» (Mogaysnisi 06paboTKY JaHHBIX) He sIB/sieTCsl pOJibl0 To/b3oBaTessi 110
«Aduna CLP»: coorBeTcTByMOLMe (YHKLMM BBINOIHSOTCS cuiamu [IpoBaiifiepa JaHHBIX B €ro
cobctBeHHOM nHbOpMaLuoHHoH cructeme (MO/I) u oTHOCSATCS K 30He oTBeTcTBeHHOCTH ITpoBaiizepa
JIaHHBIX.

1.4. He¢dyHKiMOHA/TbHbIE XapaKTePUCTUKH

1.4.1. Be3onnacHOCThb

* 00MeH gaHHBIMU MexX1y KommoHeHTamu 1O «Adwuna CLP», a Ttakke mexay I10 «Aduna
CLP» u BHewHMMU cuctemMamu (B ToMm uucie MO/I), ocyllecTB/sieTCsl MO 3alUILEHHBIM
KaHajaM C MCrob3oBaHueM npotokosia TLS Bepcun 1.3 ¢ B3aMHOI ayTeHTH(MKaLeli CTOPOH;

* KOH(WAeHIMabHbIe JaHHbIe (B TOM YWC/ie WAEeHTUPUKATOpbl aDOHEHTOB B BHe TernedOHHBIX
HomepoB) B xpanumirax [10 «Aduna CLP» pa3meIniaroTcs UCKIIOUUTETBHO B 3al(PpOBAaHHOM
BU/Ie C Hcrosb3oBaHueM anroputma AES-GCM (mdpoBaHue ¢ ayTeHTUPUKALMei);

* TIOZIIeP>)KUBAETCS PerJlaMeHTHast pOTaliysl K/touel M poBaHUs B COOTBETCTBUM C BHYTPEeHHeH
MOJIUTUKOM Oe3omacHocTy TTpaBoobiazatens;

* mmdpoBaHre aOOHEHTCKUX 0a3 BBITIOJHAETCS Ha CTOpOHe KiveHTa (PekmamofiaTesst), 4To
WCK/TIOUaeT JJOCTYII OrepaTopoB 06/1auHoi MHPPaCTPYKTYPeI U COTPYAHUKOB [IpaBoobnazaresns
K OTKDBITHIM JIaHHBIM;

* B OKypHa/JaX COOBbITUH 3ampeljeH0 COXpaHeHWe OTKPBITBIX IMEePCOHANBHBIX [IAHHBIX;
WAeHTUPUKATOPbl aDOHEHTOB B JIOTaX MaCKUPYIOTCS WK LIUPPYIOTCS.

1.4.2. MOHMTOPHHT U )XypHa/IMpOBaHHe

IO «Aduna CLP» obecrieunBaeT »KypHa/JUpOBaHWE OCHOBHBIX OTepalvii ¥ MOTOKOB JJAHHBIX,
BK/IIOYAs: 3arpy3Ky HOBBIX 6a3 HOMepoB, 3ampockl Ha ckKopuHr K MOJI TIpoBaiifiepa /IaHHBIX,
TOJlyueHue pe3ysbTaToB, Mepefauy JAaHHBIX Peknamoparemto. Kakpas ceccusi Wiy mapTvsl JaHHBIX
VMeeT YHUKa/IbHbIM U/leHTU(UKATOP AJ1s1 CKBO3HOU TPacCUPOBKU. OT/e/IbHO KYPHATUPYIOTCS OLIMOKH
Kpunrorpaduueckux onepanuii. Peasn3oBaH KOMITJIEKCHBIM MOHUTOPUHT JOCTYITHOCTA OCHOBHBIX API
(health-check), Bpemenu 06pabOTKH 3ampocoB, odepefiell 3a/lad, a TaKXKe TEXHUUECKUX PEeCypPCOB
(CPU, RAM, auck).

1.4.3. HapéXHOCTb U NPOU3BO/JUTETHHOCTD

* 1]eJIeBOM YpOBeHb AOCTynmHOCTU cepBuca (SLA) — He Huke 97,5% BpeMeHU B MeCsILl;

» apxutekrypa II0 «Aduna CLP» mnojafepKuBaeT TOPU30HTAIbHOE MacIiTabUpOBaHUe
OCHOBHBIX KOMITOHEHTOB (BeO-TIpU/IO>KeHH, ouepefield 00pabOTKY, XpaHWWIL) — [Jis



BbIZIep’)KUBaHUS POCTa Harpy3KH;

* 95-if meprieHTUIb BpeMeHH OTK/IMKa OCHOBHbIX API (3arpy3ka 0a3bl HOMEpOB, MOTyueHHe
pe3ysbTaToB uepe3 API) — He OoJjiee 3 CeKyH[;

* KOMIIOHEHTbI CITPOEKTUPOBaHbl C BO3MOXKHOCTBbIO UAaCTUUHOM Jerpajauuu Ipu cOosx
OT/ie/TbHBIX MH(PPACTPYKTYPHBIX CEPBHUCOB.
1.4.4. CoBMeCTHUMOCTE M paciiupsAeMoCTb

Bce BHemnue u BHyTpeHHHe API 1 MpoTOKO/IbI 0OMeHa JaHHBIMUA MMEIOT BepPCHOHHPOBAHHE.
IMpu passutum 10 «Aduna CLP» (mobaBneHWM HOBBIX TIapaMeTpOB, W3MeHeHWH (HOpMaToB
coobrrieHuit) obecrieurBaeTcss 0OpaTHas COBMECTHUMOCTD C YoKe MoKMrouéHHbiMu MO/] TIpoBaiisepoB
JlaHHBIX U UHTerpauusMy Peknamogaresneil.

1.5. Tpe6oBaHnus K ¢pyHKiuonupoBanuio [10

1.5.1. IIporpaMmHBIe 3aBUCUMOCTH

1O «Aduna CLP» skcrityatupyertcs B obsauHoii uHdpactpyktype « MTC Cloud», apeniyemoii
komraHue Bokcuc.Aduna. CocTtaB mporpaMMHOl I1aTdhopMbl, Ha KoTopoit dyHKuuoHupyet I10,
npuBeziéH B Tabsmiie 2.

Tabauya 2 — IpoepammHble 3agucumocmu

Komnonent Hcnons3zyemoe ITO
OpkecTpaTop KOHTeHHepOB Kubernetes

Pensumonnas CYB/] PostgreSQL

Ananmutuueckasi CYB/] ClickHouse

Bpokep coobienuii (oomen ¢ MO/T) Apache Kafka

Ouepe/b 3a1a4 OpPKeCTpaLN Apache Pulsar

OO6beKTHOE XpaHU/HIIe (BblZauya pe3y/1bTaToB) S3-coBMecTHMOe XpaHU/MIIe
Cepeep ayTeHTU(hUKAIN U YIIPaBIeHHUS Keycloak

npeHTUUKaen

CpeJia UCIIO/IHEeHUS CepPBEepHBIX CEPBUCOB Python 3.x

Mopynb 06paboTtku panHbIX (MO/I) IMpoBaiifepa aHHBIX He BXOJUT B COCTaB MPOrPaMMHBIX
3aBucumocteit 10 «Aduna CLP» u He mocraBisieTcsi B coctaBe guctpulOytuBa. MO/ sBisieTcs
BHeliHeid o otHomeHnio K 10 «AdwunHa CLP» uHdopmal[ioHHONW cucTeMOM, MpUHAJexalel u
skcrutyatupyemort I[lpoBaiigepom panabix. [10 «AdwmHa CLP» B3aumopeiictByer ¢ MO/ uepe3
TunoBble ceteBble nHTepdeticel (Kafka, API).

1.5.2. AnnapaTHbIe TPe0OBaHUS

Co0OcTBeHHbIEe annapaTHbie pecypchl y IIpaBoobnagatens as skcrtyaranuu 110 «Adwuna CLP»
He Tpebytotcs: TIO pa3BEPHYTO U IKCITYaTUPYETCA B apeHJ0BaHHOW 00sauHON MHGPACTPYKType
«MTC Cloud». KoHKpeTHble TmapaMeTpbl BbIUMCIUTENbHBIX MOLHOCTEHM, BbIJle/IeHHbIX 107
MPOAYKTUBHYIO U TecToBYIO cpefbl [10 «Aduna CLP», ompezenstoTcsi [OrOBOPOM apeHAbl MEXAY
komraHuet Bokcuc.Aduna u [TAO «MTC».



1.5.3. CereBble TpeOOBaHUSA

* Hanmuuue y Peknamojarenss CETeBOr0 JOCTyMa K OMyOIMKOBAaHHLIM JOMEHHBIM WMeHaM
BeO-uHTepdelica U mporpaMMHbIX UHTepdeicos 10 «Aduna CLP»;

* TIO/iJlep’)KKa Ha CTOPOHE K/IMeHTa COBpeMeHHOro BeO-Opaysepa C BK/IOUEHHOW MOZepKKOMH
JavaScript u Web Cryptography API;

* noAJep>kKKa Ha cTopoHe Peknamoparens nporokosa TLS 1.3;

* cereBas cBsi3aHHOCTb MO/l TlpoBaiifiepoB AaHHBIX C 00sauHOM WHPpacTpykrypoit 10

«Aduna CLP» mno 3anuiiéHHbIM KaHaiaMm (mapaMeTpbl KaHanoB W VPN-coeauHeHMit
onpeJesitOTCs OTAebHBIMU COTJIAleHUsIMU € KaKAbIM [IpoBaiiiepoM [JaHHBIX).

1.5.4. TpeboBaHus K KBaiM(pUKaLUM 110/1b30BaTe/Iel

OT KoHeuHbIX monb30Batenel 10 «Aduna CLP» He TpeOyeTcs crielrianbHOW TeXHUYECKOU
NMoJroToBKU. [ yBepeHHOW pabOTBI C CHUCTEMOW JOCTaTOYHO OOIMX HABLIKOB paboThI C
BeO-mpuniokeHUsiMA.  Pabota ¢ mporpamMubeiMu uHTepdeiicamu (API, Feedback API) TpebGyer
KOMITETEeHLIMH, XapaKTepPHBIX /11 UHTerPaTOPOB U Pa3pabOTUMKOB MHPOPMALIMOHHBIX CUCTEM.

11—



Pazpgen 2. OnrcaHue MpPoeccoB, 00eceunBalOIUX MOA ep)KaHue
>ku3HeHHoro nuk/ia [T1O «A¢una CLP»

2.1. O01e mo/10KeHus

[Mopaep>kanue >xusHeHHOro 1ykaa [10 «Aduna CLP» ocyiijecTBsieTcs: 32 CUET COMPOBOKEHMUS
CucteMsl cumamu IlpaBoobmafaTenss Ha BCEM TIPOTSDKEHMM €€ SKCIUTyaTalid. B pamkax
COTIPOBOXK/IEHUST 00eCTieunBaeTCsl OKa3aHHe TeXHUUYEeCKOU TMO/JIEP)KKU, YCTpaHeHre HeUCrpaBHOCTeH,
BBITTYCK HOBBIX BepCHM U pa3BuTHe QyHKI[MOHambHOCTH [10.

2.2, TexHuuecKasi oj/iep)KKa Mo/ib30BaTe/iei

B pamkax TexHWueckol mojdepkKKd Tosib3oBatesisiM [10 «AduHa CLP» o0Ka3biBaroTCs
crefyroLue YCIyTu:

* KOHCY/IbTUPOBaHUe 110 Borpocam (yHKI[MOHA/IbHBIX Bo3MoKHOCTel [10;

* KOHCY/JIbTUPOBAHUE T10 BOINPOCAM, CBSI3aHHBIM C MHTEerpaljied co CTOpOHbI Peknamoparenei
(ucnonp3oBanue API, Feedback API, 3arpy3ska 6a3);

* mpuéM, pervcrpaius ¥ obpaboTka oOpalieHui Tonbp30BaTe/iel 0 CO0SX M HEKOPPEKTHOH
paborte I10;

¢ IVNarHOCTHKA MPUYMH cboeB 1 ('l)OpMHpOBaHI/Ie I/iaHd X YCTPaHEHUH;
* I/IH('bOpMI/IPOBaHI/Ie T10/Ib30BaTe el O IJIAHOBLIX Y BHEIJIAHOBBIX pPerjiaMeHTHBIX pElGOTaX.

OG6patleHusi To/b30BaTeNell TPUHUMAIOTCS 10 3JIEKTPOHHOW TIouTe M WHBIM KaHajaam
TEXHUYEeCKOW TIOZAJep>KKH, omybnukoBaHHbIM [IpaBooGsazaTesieM. PexuM paboThl  CTys>KOBI
TIOAIEP>KKY OTIpe/iessieTCsl eHCTBYIOLIMMU YCIOBUSIMU JIOTOBOPOB C M0JTb30BaTe/SIMH.

Pa3paboTurK NMPUHMMAET U PErrMCTPUPYeT KaKaoe obOpalljeHue, MPUCBAaUBaeT eMy YHUKAIbHbIN
U/IeHTUPHUKATOP, UHPOPMHUPYET TI0/Ib30BaTeIst O XOoAe ero o0paboTKUM W yBeJAOMJISIET O 3aKPbITHUH
obOparreHust.

2.3. YcTpaHeHHe HeMCNIPaBHOCTel

YcTpaHeHUe HEWCIIPaBHOCTEU BBITIOJIHSAETCS B TOPS/IKEe, COOTBETCTBYIOLLEM UX TPUOPUTETY.
[TpropuTeT ompe/eseTcss UCXOAS U3 YPOBHS B/IMSHUS HEUCIIPABHOCTH Ha paboTocriocobHocTs 10 1
KPUTUYHOCTU TOC/Ie[[CTBUM /15 MO/Ib30BaTeeld. [Ipu BbISIBIeHUU HEUCIIPaBHOCTU:

a) perucTpupyeTcs obpairieHye (MM aBTOMaTHUECKOe OTIOBEI[eHNe CHCTEMbI MOHUTOPHHTA);

0) TPOBOIUTCS AUAarHOCTHKA U JIOKAIU3al[Usl IPUUMHBI;

B) (hOpMUPYETCS U BBITOMHAETCS TJIaH YCTPAaHeHUS;

T') MPOBO/IUTCS TIPOBEpPKa pe3y/abTaTOB YCTPAHeHUs;

1) Mo/Tb30BaTe/ b UH(MOPMUPYETCS O 3aKPBITHU 00pallleHusl.

LlesnieBble CpPOKM peakl[id W BOCCTAaHOBJEHWSI [Jis1 PA3/MYHBbIX KJ/IaCCOB WHIH/IEHTOB
yCTaHAB/UBAKOTCA COTVIallleHUssMA 00 ypoBHe o0ciayxuBanust (SLA), 3aK/I0UaeMbIMHA  MEXIY
ITpaBooGaaTesieM U MO/Ib30BATEISIMH.

2.4. MopepHu3anusa 1 coBepiueHcrsoBanue I10

MogepHu3auyss u coBepiiieHcTBoBaHue [10 «AdwHa CLP» ocyiecTBisieTcsi B paMKax
IIJIAHOBOI'O pa3BUTU IPOAYKTA U BK/IHOYAeT:

* nobaBsieHre HOBBIX (PYHKLMOHAIBHBIX BO3MOYKHOCTEH;



* ONTUMU3ALIUIO TIPOU3BOUTEILHOCTH U HAJIEXKHOCTH;
* aKTya/IM3allMI0 MPOrPaMMHBIX 3aBUCUMOCTEH, BK/TF0Uasi 0OHOB/IeHUsT 6e30MacHOCTH;

* 10pabOTKH, CBs3aHHbIe C M3MeHeHUssMU B uHTerpauusx ¢ MO/ ITpoBaiifiepoB /IaHHBIX U C
TpeboBanusiMu Peknamogaresneii;

¢ dKTya/IM3aliiI0 I10JTb30BaTeMbCKOM ¥ TeXHUUECKOM JOKYMEHTAIHH.

Ob6paTHasi COBMECTHMOCTb TPOrpaMMHBIX HMHTepdelicoB obecrieurBaeTcsi B COOTBETCTBUU C
TMOJINTUKOW BepCUOHUPOBAHUS, ONMCAHHOM B . 1.4.4 HaCTOAIEro JOKyMeHTa.

2.5. Nudopmanus o nepcoHasne

IMoanep)kanue >xku3HeHHoro Iwkaa II0 «Aduna CLP» obecrieunBaeTcsi —IITAaTHBIMU
cnerpanuctamu I[IpaBoo6Osiaziatesnisi. B coctaB KOMaH/[bI COTIPOBOXK/IEHHS U PAa3BUTUSL BXOJISAT:

* pa3paboOTuUMKK CepBepPHOM YacTy;

* MH)KeHephI 110 IKCIUTyaTanuy o061auHoi nHppactpykTypsl (DevOps/SRE);

* CTeLUaMMCTHI 10 UHGOPMAaI[MOHHON 6e30MacHOCTH;

* CUCTeMHbIE aHAJTUTUKU U MeHe[Kephl IPOJYKTa;

* CIeL[Ua/IMCThl TEXHUYECKOUN MO/IeP>KKHU.

YuC/IeHHOCTh KOMaH/Ibl COTIPOBOXKEHUsI oripeziensieTcst [IpaBoob/iajaTesieM UCXOAst U3 TEKYIIHX
3ajau pa3BuTHs U 3Kcrutyatauuu [10 «Aduna CLP».
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Pa3pgen 3. Onucanue TeXHUYECKUX CPeCTB XpPaHEeHUA UCXO0/JHOI0 TeKCTa U
o0bexkTHOrO Koa IO «Aduna CLP»

3.1. O0wue mo/10KeHus

Bce TexHMuecKue cpe/iCTBa XpaHEHUs] MCXOJHOTO TeKCTa, CPeZCTBa KOMITW/ISIIMU U XpaHeHUs
obbekTHOro Koja IO «AdwuHa CLP» pacrosniokeHbl Ha TepputopuM Poccutickoli ®efepaliyu.
TpaHcrpaHuuHas Tepejiaua MCXOJHOTO TeKCTa, OOBEKTHOTO KO/Ia U COMYTCTBYIOIIUX apTedakToB
cOOpKY TIpH 00pall|eHnH K COOTBETCTBYIOIUM TEXHHUECKHM CPe/ICTBAM He OCYIIeCTRIISETCS.

3.2. TexHnueckue cpeCTBa XpaHeHHUs UCXO/JHOI'0 TEKCTa

Ncxopnbiii TekeT [10 «Aduna CLP» xpaHuTcs B pacripefie/IéHHOM cMCcTeMe KOHTPOJISI BepCHi Ha
CaMOyTIpaB/IsieMOM CepBepe CUCTeMBbI yIipasyieHus Git-peno3uToprsMy.

Tabnuya 3 — TexHuueckue cpedcmea XpaHeHusi UCXOOHO020 meKcma

ITapameTp 3HaueHue

CucremMa KOHTPOJISI BEpCHA Git

Pexxum pa3BépreiBaHUs CobOcTBeHHast MHCTA/UISILMS Ha cepBepax [IpaBoobazaresst
MecToHax0X/jeHre TeEXHUYeCKUX CpefiCTB Poccuiickas ®epneparys

TpaHcrpaHuuHas nepejava JaHHbIX He ocymectsisieTcs

3.3. TexHHUeCKHe CpeiCTBA KOMIUIALUM (COOPKH)

Cbopka O00BEKTHOTO Koja (UCMOMHSAEMBIX apTeakTOB W KOHTEMHEPHBIX 00pa3oB)
OCYIIIeCTB/sIeTCsl aBTOMAaTHU3MPOBaHHBIM KOHBeMepOM HeTpephIBHOM WHTerpalyy, 3amyckaeMbIM Ha
cepBepax, pacroyiokeHHbIX B Poccuiickoit ®@epepaluu.

Tabauya 4 — TexHuueckue cpedcmeda KOMNUASAYUU

ITapameTtp 3HaueHue

SI3bIKK COOpPKHU Python 3.x, Go
Cucrema KOHTelHepU3aluu Docker
MecTOHaxXOX/JeHHe TeEXHUUYEeCKHUX CPe/ICTB Poccwuiickas Pefepariyis
cOopKH

3.4. TexHuuecKHe CpeiCTBA XpPaHeHHUA 00BEKTHOI0 Kojia

CobpaHHble KOHTeHHepHble 00pa3sbl W Mpoune apTedakTbl 00BEKTHOrO KO/a pa3sMeIaroTcs B
peecTpe KOHTelHepHbIX 00pa3oB ITpaBoobiagaTers.

Tabauya 5 — TexHuueckue cpedcmed xpaHeHus 00seKmMHo20 Kooa

ITapameTp 3HayeHue
Pe>xuM pa3BépThIBaHUs CobcTBeHHast MHCTA/UISLIWS peecTpa KOHTeHHepHBIX 00pa3oB
MecTtoHaxoxeHne Poccuiickas @enepariust
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ITapameTp 3HaueHue

TpancrpannyHas nepejayua JaHHbIX He ocymectBnsercs

3.5. Axpec pa3MeleHUs TEXHUUECKHUX CPeACTB

TexHuueckue cpejiCTBa, yKaszaHHble B Mil. 3.2-3.4, ¢hU3MUeCcKU pacroyiokeHbl Ha TeppPUTOPUHN
Poccuiickoit ®epeparyu. [1o1HbI MOUTOBBIN afpec pa3MeleHNss TEXHUUeCKUX CPe/ICTB YKa3bIBaeTCs
I[TpaBoobiafjaTesieM B COMPOBOJUTENBHBIX JOKYMEHTax K 3asiBKe.
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Pa3gen 4. Onucanue npoBepouHoro 3k3emivisipa [10 «A¢una CLP»

4.1. O01He cBeieHUusA

Inst skcrieptHOM TipoBepku I10 «Aduna CLP» TlpaBoobsajaTenieM pa3BEPHYT MPOBEPOYHBIN
(meMoHCTpalMOHHBIN) 3K3eMIlisip. [IpoBepoUHbIil 5K3eMIISIp peau30BaH B MoJenu SaaS v pa3MelléH
Ha WUHGPACTPYKType [AeMOHCTpallMOHHOTO CTeHAa, TnpeaocTtaBiasemoit OOO «AHanuTHuecKue
[TporpammHble Perienusi». [IpoBepoUHBIi 3K3eMILISIP BOCIIPOU3BOJUT MPOAYKTUBHYIO KOH(UTYpaLHio
I[I0 B 0OBéMe, [OCTaTOYHOM [Jisi TIPOBEPKH (DYHKI[MOHAIbHBIX XapaKTePUCTUK, W paboTaeT B
W30/IMPOBAHHOM CETEBOM KOHTYPe.

Apipec pa3melrieHust IEMOHCTPALIMOHHOTO CTEHA:

00O «Anamutuueckue [Iporpammubie Perienusi», 127018, ropos MockBa, nipoe3f, 3-ii MapbuHOMU
Pomw, . 40, cTp. 1, stax 15, nomelueHve 1, komHara 3.

B3anmogeiicTBre npoBepouHoro sk3emiuisipa ¢ MO/I [1poBalifiepoB JaHHBIX B paMKaX POBEPKU
(YHKLIMOHA/NIbHOCTH OCYILeCTBJISIETCS C MCII0/Ib30BaHHWEM CTeH/I0BOIO (JeMOHCTpaLuoHHoro) MO/,
npefocTasisiemoro ITpaBoobsagateneM. Pabora B mpoayktuBHeIx MO/ TIpoBaiiiepoB JaHHBIX [Jist
LjeJsiell IPOBePKU He BbITOJIHSIETCS.

4.2. ApxuTeKTypa IpOBepoOYHOro 3K3eMiisipa

[TpoBepOYHBIM 3K3eMIUIIP peasM30BaH B (opMaTe MUKPOCEPBHUCHOM apXUTEKTyphl Ha 0a3ze
Kubernetes 1 Bk/ito4aeT cjieytolyie OCHOBHbIE TPYIITIbl KOMITOHEHTOB:
* KTUeHTCKUM BeO-unTepdetic TT0 «Aduna CLP»;

* cepBepHbIe cepBUCh 061auHoM yactu (Cloud API, KOHTpo/Iep XU3HEHHOTO IUK/Ia KaMITaHHH,
00paboTurK 0OpaTHOM CBsA3Y, cayiiaresnb codbituii ot MOJ);

* pensinuonHas CYB/] PostgreSQL;

+ aHanutrueckass CYB/I ClickHouse;

* Opokep coobrenuii Apache Kafka u ouepens 3agau Apache Pulsar;
* S3-coBMecTrMOe 00BEKTHOE XPAHUIIHIIIE AJIs BbIIaUX Pe3yJbTaToB;

* cepBep ayTeHTU(UKaluu Keycloak.

4.3. IopsigoK NMpoBepKU paboToCmoCOOHOCTH
ITpoBepka pabOTOCIIOCOOHOCTH TPOBEPOUHOrO 3K3EMIUIPA BBITIOJHAETCS B CJIEAYIOIIEM
TIOpsifIKe:
a) BOHTH B BeO-vHTep(deiC MPOBEPOUYHOr0 3K3eMIUIAPa C WCMOIb30BAHUEM TIPEe0CTaBIEHHOM
yuéTHOU 3anucu Peknamogaters;

6) ybenutbcs B AOCTYmHOCTH TiepeuHs [11ab/i0HOB KaMTIaHWM, TOMYYEHHBIX OT CTEH/OBOTO
MOZ;

B) CO3[aTh TECTOBYIO KamraHuio Ha ofHOM u3 IIlabroHOB, 3arpy3uTh TeCTOBYIO 0a3y
abOHEHTCKMX WAEeHTH(HUKATOPOB U 3aITyCTUTh KaMITaHHIO;

r) yOeauThCs B TOJTyYeHUH Pe3y/IbTaToB CKOpHHTa (CUrHA/IOB) M arpernpoBaHHOM CTaTUCTHKY B
JTMYHOM KabuHeTe;

1) BBITIOJTHUTE 9KCIIOPT pe3y/ibTaToB B hoopmarte CSV;

e) otnpaBuTh B «Aduna CLP» TecroBble gaHHble uepe3 Feedback API u ybemuThcsi B uX
OTPa’KeHUH B aHAJTMTUUECKOU CTaTUCTHUKE.
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Pa3gen 5. Onucanue Texunueckod apxuteKTypbl I10O «Aduna CLP»

5.1. ApxuteKTypHas Mo/je/lb

N0 «Aduna CLP» mocTpoeHO TO K/MeHT-CepBepPHOI apXuTeKTypHoW Mogenu. KiueHTcKas
YyacTb TIpe/CTaB/IsieT 000 camocTosiTeNbHBIA BeO-uHTepdeiic Pekmamoaresns, WCTIONHIEMBIA B
Opay3epe TmoO/b30BaTeNnss W B3aWMOJIEMCTBYIONIMIA C CEPBEPHOM YacThl0 10 TMPOTPaMMHBIM
uHTepdeiicam. CepBepHasi YacTb peanu3oBaHa B BHJe Habopa 00/7auHBIX MHKDPOCEPBHCOB,
pa3BépHYTHIX B K1acTepe Kubernetes.

[TpyHOUIUANTBEHO BaXKHOM XapakTepuCTUKOM apxuTeKTypbl I1O «Adwuna CLP» sBisiercs
OT/Ie/IEHHOCTb K/IMEHTCKOro WHTepdeiica OT BHEIIHUMX CHUCTeM pacuéra CKOpUHIa: K/IWeHTCKUHN
uHTepdelic u cepBepHas 4acTb I10 «Aduna CLP» cocTaBisitoT efivHOe NPOrpaMMHOe U3fienue,
nocrapsisiemoe TIpaBoob/asiaTesieM Kak CaMOCTOSTeNbHBIN MpoAyKT. BHemHre MO/ TIpoBatiziepoB
JaHHbIX, ¢ KoTopeiMu [10 «AduHa CLP» uHTerpupyetcsi, He SIB/ISIOTCS YaCTbIO 3TOTO MPOrPaMMHOTO
usgenus v B coctaB [10 «Aduna CLP» He BXOJST.

5.2. I'panunml [10 «Aduna CLP»

B cocraB TIO «Aduna CLP» BXOAAT TOMBKO Te TIPOTpaMMHBIE KOMITOHEHTBI, KOTOpbIe
Pa3BEPHYTBl U IKCIUTyaTUpyrOTcs B o6naudoit uH(pacTpykrype «MTC Cloud» (apengyemoii
KomraHve Bokcrc.AdnHa) U B KIMEeHTCKHUX Opay3epax Peknamogaresneil. Hukakue ucIiosHseMble
komroHeHThl 10 «Aduna CLP» Ha anmapaTHBIX Cpe/CTBaX, PacrioiO’KeHHbIX B MHGPACTPYKType
[TpoBaiifiepoB JlaHHBIX, HE Pa3MeLaloTCs U He SKCITyaTUPYHOTCS.

OOGopyoBaHue ¥ TpOrpaMMHbIE CDeACTBA, pa3MelléHHble B HMHGPACTPYKTYPHOM KOHTYype
[TpoBaiifiepoB /JaHHbIX, OTHOCSITCS K 30HE OTBETCTBEHHOCTU COOTBETCTBYIOLMX [IpoBaliZiepoB [JaHHbIX
U peayii3yroT CaMOCTOSITeTbHYI0 MH(POPMALMOHHYI0 cucTeMy — Moayib 00paboTtku gaHHbx (MO/D).
MO/I He moctaBnsercs B coctaBe 10 «Aduna CLP», He ympaBasercs IIpaBooOmasiatesieM w3
nHppacTpykrypsl I10 «AdrHa CLP» 1 He BXOJUT B COCTaB CTOPOHHUX KOMITOHEHTOB, BK/IIOUaeMbIX B
UCTPUOYTHB WM IUIIEH3UOHHYI0 TIocTaBKy 10 «Aduna CLP».

YnpaBnenne MO/I BrironHsieTcs: cuiamu [1poBaiifiepa AaHHbBIX (B TOM YKC/Ie ero BHYTPEHHUMU
aHAJIMTUKAaMU, HacTpavBaroluMu 111ab/I0HBI KaMIaHWK) U OCYIL[ECTB/SETCS U3BHE MO0 OTHOIIEHUIO K
1O «Adwuna CLP».

5.3. CocTaB cepBepHO#i yacTH (00/1aUHBIN KOHTYP)
CepBepHasi yacth I[IO «Aduna CLP» cocrouT wu3 (QyHKIMOHAABHBIX IIOACUCTEM,

riepeuric/ieHHbIX B Tabsmmiie 6.

Tabauya 6 — DyHKYUOHAIbHbIE nodcucmembl cepgepHoli uacmu IO «Aguna CLP»

IToacucrema Ha3nauenue

Cloud API OcHorHoii REST-uHTepdelic CucTeMbI At KITUEHTCKOTO BeO-rHTepdelica u
vHTerpauuii Peknamogareneil. Peanysyet onepanuy ¢ KaMIIaHUSIMU,
[Tab10HaMu, 3aTpy3KOH (Haii/ioB ¥ OWUITMHTOM.

KonTtposiep kaMmmaHmi IMoacucTema ynpaB/ieHus! *KM3HEHHBIM [JUKJIOM CKOPHHI'OBBIX KaMITaHHH.
Vicnonb3yeT ouepens 3agau Apache Pulsar a1 KoopguHaLWY 1eHCTBUM.

Cloud Event Listener Touka npuéma cobbiTHi, moctymnarouwx or MO/I ITpoBatiziepa JaHHBIX 10
Kafka-ronvkam.



ITogcucrema
Cloud File Reader
Callback Handler

TSUP (noacucrema
B3auMo/elicTBU ¢ IIpoBalizepom
JlAHHBIX)

Keycloak

XpaHuuiia

Hasnauenue
O6paboTumk ¢aiiioB ¢ pe3ybTaTaMyd CKOPHHTa, TocTymatomux ot MOJI,.
O6paboTtuuk obparenuii Feedback API ot PeknamoaTesiei.

YmnpasneHue napaMeTpaMH UHTerpaLu C KOHKPeTHBIM NOAKIHYEéHHbIM MO/
IIpoBaiifiepa JaHHBIX.

Cepeep ayTeHTHUHUKAIMU U YIIpaBIeHUs UaeHTU(UKaLMel 1o/ib30BaTesei
1O «Adwuna CLP».

PostgreSQL (omneparjuoHHble faHHbIe), ClickHouse (aHanuTuueckve u
HcTOpUUecKue aHHbIe), S3-xpaHuwiuile (BblZaua pe3yabTaTtoB), Apache
Kafka (6pokep coo6inenwii), Apache Pulsar (ouepeap 3azau).

5.4. BzauMoielicTBHE C BHEIIIHUMH CHCT€MaMH

1O «Adwuna CLP» B3aumo/ieficTByeT C AByMs TPyTIIaMH BHEIITHUX CYIIIHOCTeM.

5.4.1. BzaumogeiicTtBue ¢ PekiamogaTensaMu

* BeO-uHTepdeiic — mo nporokoay HTTPS (TLS 1.3);

» nporpamMMubIi uHTepdeiic Cloud API — REST nosepx HTTPS c ayrenTudukanueit mo OAuth
2.0 / OpenID Connect (Keycloak);

» mporpammHbIii uHTepdeiic Feedback API — REST mnosepx HTTPS c ob6si3aTenbHON

ayTeHTU(UKaLel PeknaMopareis;

* BbIlaua pe3y/bTaTOB — uepe3 S3-COBMeCTHMOe 00BEKTHOE XPaHWIHUIIE C WHAUBUIYaTbHON

3aIUIIEHHON 00/1aCThIO 171 KaXKAoro PekmamosaTens.

5.4.2. Bzaumopgeiictreue ¢ MO/] IlpoBaiiiepa JaHHBIX

* ipuéM ot MO/] I11a6/10HOB KaMITaHWM U WX BEPCUL;

* riepeziaya 3armmdpoBaHHbIX aboHeHTCKHUX 6a3 B MO/I;

* IpUEM pe3y/IbTaToOB CKOPUHTa U 6unmHroBoi ungopmaryu ot MO/I;

 xaHanbl obmeHa: Kafka-tonuky w/unm mporpamMMHble MHTepdelchl, MyOaMKyeMble MeXAy
obnauHoit cpepori IO «Aduna CLP» u unbpactpykTypoii MO/ 10 3aIlWIIEHHBIM CETEeBBIM
KaHaJIaM.

Bce kananb! cBs3u ¢ MO/ mmdpytrorest ipotokonom TLS 1.3 ¢ B3aumHol ayTeHTUdUKalel

cropod (mTLS). Ilapametper kaHamoB (VPN, ceTeBble MapiIpyThl, Bbllada CepTU(UKATOB)

YCTaHaBJ/IMBAOTCA OTAE/JbHBIMU COTJIALIEHHUAMUA C KaXKbIM Hposaf/i/:[ePOM JaHHBIX.

5.5. Jlornueckas cxema padoThbI

Turnogoti ciieHapuit pabotel IO «Aduna CLP» BK/IIOYaeT c/ie/[yIolye ITarbl.

a) AHanuTuK Ha ctopoHe ITpoBaiigepa faHHbIX hopmupyeT B cBoéM MO/] [11ab1oH KammaHu# C
HabOpOM MapameTpOB M MepefaéT ero /Jisi BHEIIHero ucrnosb3oBanvs. [11ab1oH aBToMaTHuecKu
cuHxpoHusupyetcs B «A¢rHa CLP».

6) Menemxkep peknamoparesneii genaet [11abmoH goCTynHBIM PekiaMojaresito ¥ HacTpauBaeT
LIEHOBYO TOJIUTHKY.

B) PeksamoziaTesib CO3JaéT B IMUHOM KabWHeTe KaMraHuio Ha ocHoBe I1laboHa, HaCTpauBaeT
MOpOTY, TMMUTHI U [1eprog oxnaxaeHus.



r) PeknamoziaTenb 3arpy>xaeT aboHeHTCKyt0 6a3y; mudpoBaHre 06a3bl BHINOIHSETCS Ha CTOPOHE
K/TMeHTa 1mybmmyHbIM KirouoMm TTpoBaiifiepa JaHHBIX.

) «Aduna CLP» nepefaét 3ammdpoanHyto 6a3y B MO/I 110 3alUIIEHHOMY KaHay.

e) MO/I BBITTO/IHSIET CKOPUHT B COOCTBEHHOH MH(MPACTPYKType U Bo3BpaiiaeT B «Aduna CLP»
pe3ybTaThl: CTMcKU CUrHA/IOB, arperipoBaHHbIe TI0KA3aTeld U aHHbIe OWIIMHTA.

K) «Aduna CLP» pa3menjaer pe3y/ibTaThl B HWHIWBUAYaJbHOW 3alUIIEHHOW 006/acTH
S3-xpanwiia Peknamogarens; Peksamogarens Iosy4aeT [OCTYI K pe3y/jbTaraM 4Yepes
BeO-MHTepdelic Wx MporpaMMHBINA UHTepdeFic.

3) Peknamoparens nepefaér B «AduHa CLP» maHHble 00paTHOW CBSI3U O pe3y/IbTaTUBHOCTU
CurHanos uepe3 Feedback API; CucreMa UCMONb3yeT 3TH JaHHbIe /i pacuéTa KOHBEPCUM U
ROL.

5.6. Pa3BépThiBaHue M 3KCIUTyaTalus
[Ons passépreiBanust [10 «Aduna CLP» ucrons3yetcst ciefyroiias ”HPpacTpyKTypHast cxeMa:
* BCe KOMIIOHEeHThl cepBepHON uyacTu 3Kcruyatupytorcss B «MTC Cloud», apeHzyemom
KoMmaHuel Bokcuc.AduHa;
* KOMIIOHEeHTHI yIlakoBaHbI B KOHTeHepbl Docker u pa3BépTeiBatoTcs B Kinactepe Kubernetes;
* pa3BEépThIBaHME aBTOMAaTU3UPOBAHO CpeiCTBaMU HerpepbiBHOM nocTtaBku (CI/CD);

* TIpeflyCMOTPeHbI OTAe/NbHble CTeHAbl [ pPa3pabOTKH, [[eMOHCTPALMHU/TIPOBEPKH U
MPOAYKTUBHOM 3KCITyaTallyy.

IMponykTtuBHed cteHn 10 «Adwuna CLP» pa3mernaetcs B I1jeHTpe 00pabOTKH /laHHBIX
nipoBaiiziepa obaunbix yenyr MTS Web Services (OO0 «MBC») — LIO/], « ABaHTax».

Appec pa3smelljeHUsi TIPOIYKTUBHOTO CTeH/ia: MOCKOBCKasi 006/acTh, ropofi JIbITKapuHO, [leTckuii
ropogiok 3UJI, ctpoenue 60 (IO «ABanTaxk», MTS Web Services, OO0 «MBC»).

HemoHcTparmonHbiii creHp [10 «Aduna CLP», ucronb3yeMblil Ajis Lieneil SKCIIePTHOM MPOBepKH,
pa3MelijaeTcs 1o ajpecy: 127018, ropog Mocksa, npoe3q, 3-it MapsuHoti Pomm, . 40, ctp. 1, 3Tax 15,
nomelijeHue 1, komHaTa 3 (OOO «AHanutuyeckue [IporpaMMHbie PeltieHus»).

5.7. CTOPOHHEE nporpamMmHoe OGECHE'-IEHI/IE, HCIT0/Ib3yeMO€ B COCTaBe

B cocraBe 10O «Adwuna CLP» uCronb3yoTcsi THUTIOBble MH(MPACTPYKTYPHbIE KOMIIOHEHTBI C
OTKpBITBIMM HcxoAHbIMU Kogamu (Kubernetes, PostgreSQL, ClickHouse, Apache Kafka, Apache
Pulsar, Keycloak). VYka3aHHble KOMIIOHEHTbI TIPUMEHSIIOTCS HA YC/IOBUSIX, [OMyCKaeMbIX MX
NULIEH3USIMU.

Mopyns o6pabotku ganHbix (MOJI), »sKcriyatupyeMbiii  [IpoBaiifiepaMul  [JaHHBIX B
coOcTBeHHON WH(pACTPYKType, B MepeueHb CTOPOHHUX TPOrpaMMHBIX KOMMoOHeHTOB [10 «AduHa
CLP» He BK/OYaeTcsl, NOCKOJIbKY He BXOJUT B cocTaB nocrtasjsemoro I1O, He pacrnpocTpaHsieTcs
[TpaBoobsasaTenem u He yripasisieTcs u3 UHPpacTpykTypsl I10 «AdwrHa CLP».



